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DOWNSTREAM ENTITY ATTESTATION 

 

Organization Name:  ________________________________________________________________________ 

Date of Completion:  _______________________________________________________________________ 

OMH-HealthEdge Holdings, Inc. dba Omega Healthcare Management Services and its subsidiaries (collectively, "Omega") are 
Downstream Entities, because Omega provides administrative services to First Tier Entities that furnish administrative or health 
care services to enrollees on behalf of Medicare Advantage Organizations ("MAOs"), Medicare Part D plan sponsors, and, where 
applicable, Medicaid and CHIP managed care entities. Because your organization performs services that support that work, your 
organization is also a Downstream Entity ("DSE"). 

This attestation confirms your organization's commitment to comply with the CMS compliance program requirements set out 
below. These requirements apply to all services your organization provides as a DSE and to any Downstream Entities your 
organization uses to perform those services. 

Instructions: Answer every item by checking YES, NO, or N/A. A written explanation on a separate page is required for every "NO" 
and for every "N/A." Return the completed, signed attestation to your Omega contract or compliance contact within thirty (30) 
days of receipt. 

# Requirement — to be completed by your organization as a Downstream Entity 
supporting Omega and its First Tier Entity clients 

YES NO N/A 

Element 1. Standards of Conduct (Code of Conduct) and Compliance Policies 

Authority: 42 C.F.R. §§ 422.503(b)(4)(vi)(A), 423.504(b)(4)(vi)(A), 438.230, 457.1233(b); Medicare Managed Care Manual (Pub. 100-16), Ch. 21 § 50.1; 
Prescription Drug Benefit Manual (Pub. 100-18), Ch. 9 § 50.1. 

1.a My organization has sufficient awareness of CMS compliance program 
requirements and has adopted either Omega's Standards of Conduct and 
Compliance Program policies or its own comparable Standards of Conduct and/or 
compliance policies. 

☐ ☐ ☐ 

1.b Those Standards of Conduct and policies are distributed to all applicable 
employees, contingent workers, and governing body members within ninety (90) 
days of hire or appointment, upon any material revision, and at least annually 
thereafter, and my organization retains evidence of distribution. 

☐ ☐ ☐ 

Element 2. General Compliance and Fraud, Waste, and Abuse (FWA) Training   
Authority: 42 C.F.R. §§ 422.503(b)(4)(vi)(C), 423.504(b)(4)(vi)(C); Medicare Managed Care Manual, Ch. 21 § 50.3; CMS-4182-F, 83 Fed. Reg. 16440 
(Apr. 16, 2018). 

2.a My organization's applicable employees complete general compliance and FWA 
training within ninety (90) days of hire and at least annually thereafter. 

The training is satisfied through any of the following (check the applicable box and 
identify the method in the space provided): (i) the CMS Medicare Learning 
Network (MLN) web-based courses “Medicare Parts C and D General Compliance 
Training” and “Combating Medicare Parts C and D Fraud, Waste, and Abuse” 
(available at https://www.cms.gov/training-education/medicare-learning-
network/web-based-training and at https://learner.mlnlms.com); (ii) the CMS 
content incorporated, unmodified, into my organization's own learning 
management system or training materials; or (iii) my organization's own 
materially equivalent training covering the same subject matter. 

Method used: ______________________________________________ 

☐ ☐ ☐ 

2.b My organization either provides annual general compliance and FWA training to 
its applicable Downstream Entities, or has obtained an attestation from each such 
Downstream Entity confirming that it provides equivalent training to its own 

☐ ☐ ☐ 
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# Requirement — to be completed by your organization as a Downstream Entity 
supporting Omega and its First Tier Entity clients 

YES NO N/A 

employees and, where applicable, to its own downstream entities, within ninety 
(90) days of hire or contracting and at least annually thereafter. 

2.c My organization creates and retains training records evidencing completion 
(including training date and duration, attendance, subject matter, certificates of 
completion, and test scores, as applicable) and will produce them to Omega upon 
request. 

☐ ☐ ☐ 

Element 3. Exclusion and Preclusion Screening 

Authority: Social Security Act § 1862(e)(1)(B) (42 U.S.C. § 1395y(e)(1)(B)); 42 C.F.R. §§ 422.503(b)(4)(vi)(F), 423.504(b)(4)(vi)(F), 422.752(a)(8), 
423.752(a)(6), 422.222, 422.224, 423.120(c)(6), 455.436, 438.610, 1001.1901(b); Medicare Managed Care Manual, Ch. 21 § 50.6.8. 

3.a My organization screens all applicable employees, contingent workers, governing 
body members, and Downstream Entities against the HHS Office of Inspector 
General List of Excluded Individuals/Entities (OIG LEIE) and the General Services 
Administration System for Award Management (SAM) exclusion records prior to 
hire or contracting, and monthly thereafter, and retains evidence of each 
screening. 

☐ ☐ ☐ 

3.b Where my organization supports Medicaid or CHIP lines of business, it also 
screens against the applicable State Medicaid exclusion list(s) prior to hire or 
contracting and monthly thereafter. 

☐ ☐ ☐ 

3.c Where my organization's functions involve providers or prescribers, it screens 
against the CMS Preclusion List at the frequency published by CMS. ☐ ☐ ☐ 

3.d My organization immediately removes any individual or entity identified on any of 
the foregoing lists from all direct and indirect work on Medicare Advantage, Part 
D, Medicaid, and CHIP products, and notifies Omega — and, where there is a 
direct impact, the affected First Tier Entity — without unreasonable delay and in 
no event later than five (5) business days after confirmation. 

☐ ☐ ☐ 

Element 4. Effective Lines of Communication and Reporting Mechanisms 

Authority: 42 C.F.R. §§ 422.503(b)(4)(vi)(D) and (G), 423.504(b)(4)(vi)(D) and (G), 438.608(a); Medicare Managed Care Manual, Ch. 21 §§ 50.4.2, 50.7.3; 
False Claims Act, 31 U.S.C. §§ 3729–3733; 41 U.S.C. § 4712. 

4.a My organization communicates to applicable employees how to report suspected 
or detected non-compliance or potential FWA, that reporting is an affirmative 
obligation, and that my organization prohibits retaliation or intimidation against 
anyone who reports in good faith. 

☐ ☐ ☐ 

4.b My organization either directs applicable employees to report concerns directly to 
Omega, or maintains confidential and anonymous internal reporting mechanisms 
and in turn reports qualifying concerns to Omega. 

☐ ☐ ☐ 

4.c My organization reports to Omega any confirmed or reasonably suspected non-
compliance or FWA affecting Omega or any First Tier Entity without unreasonable 
delay and in no event later than five (5) business days after discovery, and 
cooperates with any resulting investigation, corrective action plan, or disclosure 
obligation. 

☐ ☐ ☐ 

4.d My organization promptly notifies Omega of any government subpoena, audit, 
investigation, or enforcement action that relates to the services my organization 
performs for Omega or any First Tier Entity, except where such notice is 
prohibited by law. 

 

 

 

☐ ☐ ☐ 
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# Requirement — to be completed by your organization as a Downstream Entity 
supporting Omega and its First Tier Entity clients 

YES NO N/A 

Element 5. Record Retention and Audit Access 

Authority: 42 C.F.R. §§ 422.504(d), 422.504(e)(4), 422.504(i)(2), 423.505(d), 423.505(e)(4), 423.505(i)(2), 438.3(u), 438.230(c)(3); Medicare Managed 
Care Manual, Ch. 21 § 50.3.2. 

5.a My organization retains training records and records of all operational matters 
relating to Medicare Advantage and, if applicable, Medicare Prescription Drug, 
Medicaid, and CHIP programs for ten (10) years from the end of the final contract 
period or the date of completion of any audit, whichever is later. 

☐ ☐ ☐ 

5.b My organization agrees that HHS, CMS, the Comptroller General, the applicable 
State agency, Omega, and the applicable First Tier Entity (and their respective 
designees) may audit, evaluate, and inspect any books, contracts, records, 
documentation, and computer or other electronic systems relating to the services 
performed, for the same ten (10) year period, and that this obligation survives 
termination of the underlying agreement. 

☐ ☐ ☐ 

Element 6. Downstream Entity Oversight 

Authority: 42 C.F.R. §§ 422.503(b)(4)(vi)(F), 423.504(b)(4)(vi)(F), 422.504(i)(4)–(5), 423.505(i)(4)–(5), 438.230(b)–(c); Medicare Managed Care Manual, 
Ch. 21 § 50.6 and Ch. 11 § 100. 

6.0 Element 6 is Not Applicable (N/A) only if my organization has not contracted with, 
and does not use, any Downstream Entity to perform any part of the services 
supporting Omega or its First Tier Entity clients. If any Downstream Entity is used, 
all sub-items below must be answered. 

   

6.a My organization conducts oversight (for example, monitoring or auditing) of its 
Downstream Entities to ensure that: (a) they comply with applicable Medicare, 
Medicaid, and CHIP regulations and requirements, including the Medicare 
compliance program requirements; (b) they meet performance expectations; and 
(c) corrective actions and disciplinary actions are enforced as appropriate. 

☐ ☐ ☐ 

6.b My organization screens its Downstream Entities against the OIG LEIE and SAM 
exclusion records (and, where applicable, State Medicaid exclusion lists) prior to 
contracting and monthly thereafter. 

☐ ☐ ☐ 

6.c My organization flows down to each Downstream Entity, in writing, all CMS-
required contract provisions and all requirements set out in this attestation, and 
does not further delegate any function supporting Omega without Omega's prior 
written consent. 

☐ ☐ ☐ 

Element 7. Business Continuity and Disaster Recovery 

Authority: 42 C.F.R. §§ 422.504(o), 423.505(p). 

7.a My organization develops, maintains, and implements a business continuity plan 
containing policies and procedures to ensure the restoration of business 
operations following disruptions — including natural or man-made disasters, 
system failures, emergencies, other similar circumstances, and the threat of such 
occurrences — and the plan includes, at a minimum, a risk assessment, a 
mitigation strategy, contingency plans, and a communication plan. 

☐ ☐ ☐ 

7.b My organization tests and updates the plan at least annually and restores 
essential business operations within seventy-two (72) hours of a disruption, or 
within the recovery time objective otherwise agreed with Omega in writing. 

 

 

 

 

☐ ☐ ☐ 
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# Requirement — to be completed by your organization as a Downstream Entity 
supporting Omega and its First Tier Entity clients 

YES NO N/A 

Element 8. Privacy, Security, and Incident Reporting 

Authority: Health Insurance Portability and Accountability Act of 1996, as amended by the HITECH Act; 45 C.F.R. Parts 160, 162, and 164, including §§ 
164.308, 164.310, 164.312, 164.314(a), 164.316, 164.410, and 164.502(e); 42 C.F.R. Part 2, where applicable; applicable State privacy and breach 
notification laws. 

8.a My organization has executed a Business Associate Agreement with Omega (or 
with the applicable First Tier Entity) covering the services performed, and has 
executed a written agreement containing equivalent terms with every 
Downstream Entity that creates, receives, maintains, or transmits Protected 
Health Information ("PHI") in connection with those services. 

☐ ☐ ☐ 

8.b My organization has implemented and maintains administrative, physical, and 
technical safeguards that reasonably and appropriately protect the 
confidentiality, integrity, and availability of PHI and other personal information, 
and conducts a documented security risk analysis at least annually. 

☐ ☐ ☐ 

8.c My organization reports any actual or reasonably suspected breach of unsecured 
PHI, security incident, or unauthorized use or disclosure to Omega without 
unreasonable delay and in no event later than five (5) calendar days after 
discovery, and cooperates with Omega and the applicable First Tier Entity in 
investigation, mitigation, and any required notification. 

☐ ☐ ☐ 

8.d My organization restricts access to PHI to the minimum necessary for the 
workforce members and Downstream Entities performing the services, and 
terminates access promptly upon separation or role change. 

☐ ☐ ☐ 

Element 9. Offshore Subcontracting Attestation 

Authority: CMS guidance issued July 23, 2007, "Sponsor Activities Performed Outside of the United States (Offshore Subcontracting)"; CMS guidance 
issued September 20, 2007 (Offshore Subcontracting Questions & Answers); 2008 Call Letter, "Privacy and Security Requirements and MAO Activities 
Performed Outside the United States"; 42 C.F.R. §§ 422.504(i), 423.505(i); HIPAA, 45 C.F.R. Parts 160, 162, and 164.  

9.a My organization, or any of its Downstream Entities, uses offshore resources (that 
is, resources located outside the fifty United States and the United States 
territories) to perform any function that supports our agreement with Omega. If 
YES, complete item 9.b and the FDR Offshore Activities Attestation on the 
following page — one table per offshore arrangement. 

☐ ☐ ☐ 

9.b For any work involving the receipt, processing, transfer, handling, storage, or 
access of PHI, my organization either (i) does not perform that work offshore and 
has no Downstream Entity that does, or (ii) performs that work offshore (directly 
or through a Downstream Entity) and has submitted the attached FDR Offshore 
Activities Attestation and obtained written approval from an authorized Omega 
representative to do so. 

☐ ☐ ☐ 

9.c My organization will not initiate, expand, relocate, or materially change any 
offshore arrangement affecting Omega or any First Tier Entity without providing 
Omega prior written notice and obtaining Omega's prior written approval. 

☐ ☐ ☐ 
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CERTIFICATION 

 

I certify, as an authorized representative of my organization, that the statements made above are true, accurate, and complete to 
the best of my knowledge, information, and belief after reasonable inquiry. My organization agrees to maintain documentation 
supporting these statements in accordance with applicable federal and State requirements, and for no less than ten (10) years,  
and to produce that documentation upon request. 

My organization further agrees to notify Omega in writing within ten (10) business days if any statement made in this attestation 
ceases to be accurate during the attestation year. My organization understands that the inability to produce supporting evidence, 
or a material misstatement in this attestation, may result in a request for a Corrective Action Plan or other contractual remedies, 
including suspension of work or termination of the agreement. 

 

First Tier Entity(ies) Supported 

 

Authorized Representative — Printed Name and Title 

 

Organization Name of Signer (Printed) 

 

Signature of Authorized Representative 

 

Date 

 

Organization Mailing Address 

 

Tax ID # (TIN) / Employer ID # (EIN) 

 

Compliance Contact — Name, Email, and Phone 

 

Privacy/Security Officer — Name, Email, and Phone 
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FIRST TIER, DOWNSTREAM, AND RELATED ENTITY (FDR) 

OFFSHORE ACTIVITIES ATTESTATION 

 

Organization Name:  ________________________________________________________________________ 

Date of Completion:  _______________________________________________________________________ 

Instructions: If offshore activities are performed, or an offshore arrangement is being considered (that is, a "YES" answer to item 
9.a), complete a separate copy of the tables below for each offshore arrangement. 

Note: Submitting this offshore attestation does not constitute approval of a new offshore arrangement, because each offshore 
arrangement must be individually reviewed and approved in writing by an authorized Omega representative. If there is no 
offshore arrangement supporting any First Tier Entity, enter "N/A" in the first field and leave the remainder blank. 

1. Offshore Arrangement Information 

Offshore Entity Name:  
 

Offshore Entity Status: (subcontractor, related entity, or 
additional location of the entity contracted with the 
Downstream Entity) 

 
 

Offshore Entity Address (country):  
 

Describe the functions performed for the First Tier 
Entity(ies) listed on page 1: 

 
 

Proposed or actual effective date of the offshore 
arrangement or staffing: 

 
 

2. Precautions for Protected Health Information 

Description of the PHI that will be provided to the 
offshore location: 

 
 

Is PHI stored offshore, or only accessed offshore?  
 

Description of why providing PHI to an offshore 
location is necessary: 

 
 

Description of alternatives considered to avoid 
providing PHI to an offshore location, and why each 
was rejected: 

 
 

 

3. Attestation of Safeguards to Protect Beneficiary Information in the Offshore Contract  
An explanation is required for any "No" response (attach additional pages as needed). 

YES NO 

3.a The offshore location/staff has policies and procedures in place to ensure that PHI and other 
personal information remains secure. ☐ ☐ 

3.b The offshore location/staff is prohibited from accessing (or does not have access to) member 
data not associated with the functions performed for our organization. ☐ ☐ 

3.c The offshore arrangement has policies and procedures in place that allow for immediate 
termination of the location and/or offshore subcontract upon discovery of a significant 
security breach. 

☐ ☐ 
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3.d The offshore location/subcontracting agreement includes all required Medicare Part C and 
Part D provisions, and a Business Associate Agreement or equivalent data protection terms. ☐ ☐ 

4. Attestation of Audit Requirements to Ensure Protection of PHI 
An explanation is required for any "No" response (attach additional pages as needed). 

YES NO 

4.a The Organization conducts, or will conduct, an annual audit of the offshore 
location/subcontractor and monitors offshore staff's access to PHI. ☐ ☐ 

4.b Audit results will be used by the Organization to evaluate the continuation of its relationship 
with the offshore location/subcontractor. ☐ ☐ 

4.c The Organization agrees to share the offshore location's/subcontractor's audit results with 
Omega, the applicable First Tier Entity, and/or CMS upon request. ☐ ☐ 

CERTIFICATION — OFFSHORE ARRANGEMENT 

 

I certify, as an authorized representative of my organization, that the information provided regarding this offshore arrangement is 
true, accurate, and complete to the best of my knowledge, information, and belief, and that my organization will not begin or 
materially change this arrangement without Omega's prior written approval. 

 

First Tier Entity(ies) Supported 

 

Authorized Representative — Printed Name and Title 

 

Organization Name of Signer (Printed) 

 

Signature of Authorized Representative 

 

Date 

 

Organization Mailing Address 

 

Tax ID # (TIN) / Employer ID # (EIN) 

 

Compliance Contact — Name, Email, and Phone 

 

Privacy/Security Officer — Name, Email, and Phone 

Citation references: CMS guidance issued July 23, 2007, "Sponsor Activities Performed Outside of the United States (Offshore Subcontracting)"; CMS Offshore 
Subcontracting Questions & Answers issued September 20, 2007; 2008 Call Letter, "Privacy and Security Requirements and MAO Activities Performed Outside the 
United States"; Medicare Managed Care Manual (Pub. 100-16), Ch. 21; Prescription Drug Benefit Manual (Pub. 100-18), Ch. 9, available at 
https://www.cms.gov/medicare/audits-compliance/part-c-d/compliance-program-policy-and-guidance. 


